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ARTICLE INFO ABSTRACT

The rapid advancement of digital technology has transformed
educational institutions, presenting opportunities to enhance
campus energy management and security. This research
investigates the integration of the Internet of Things (IoT) and
Artificial Intelligence (Al) to improve energy efficiency and
Article history: security systems in a university campus setting. The study
employed a qualitative research method using a case study
approach, which included interviews, observations, and
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Accepted 2025-03-30 document analysis conducted over six months. Data analysis

followed a thematic approach to identify patterns in energy
consumption, security threats, and system performance. The
results demonstrated that integrating lIoT and AI reduced
energy consumption by 20% through automated controls and
predictive analytics, while security incidents decreased by
30% with improved response times by 40%. The study
confirms previous theoretical energy conservation and
security enhancement models while highlighting practical
challenges such as sensor connectivity issues and staff
training. This research contributes to the field by
demonstrating the synergistic potential of combining IoT and
Al for holistic campus management. Future research should
explore integrating renewable energy sources with IoT
technologies to enhance environmental sustainability while
maintaining campus security. The findings offer valuable
insights for educational institutions adopting smart campus
technologies for improved operational efficiency and safety.
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1. INTRODUCTION

The rapid advancement of technology has significantly transformed various sectors, including
education. Educational institutions increasingly adopt digital solutions to improve administrative
efficiency, energy management, and security (Aldiab, Chowdhury, Kootsookos, Alam, & Allhibi, 2019).
Among these advancements, the integration of the Internet of Things (IoT) and Artificial Intelligence
(Al) has emerged as a powerful tool to optimize campus management systems (Rath, Khang, & Roy,
2024). IoT devices enable real-time data collection, while Al algorithms analyze this data to provide
actionable insights (Krisnawati, Asfahani, & El-Farra, 2022). This synergy offers substantial potential in
enhancing energy efficiency, security protocols, and overall campus operations.

One of the pressing concerns in educational institutions is energy management. Large campuses
often struggle to monitor and control energy consumption effectively. Traditional energy management
methods rely heavily on manual oversight, prone to errors and inefficiencies (Putranta & Wilujeng,
2019). Inadequate energy control mechanisms result in excessive energy consumption, financial losses,
and environmental concerns. IoT-based energy management systems offer a promising solution by
utilizing smart sensors, automated controls, and predictive analytics to optimize energy usage (Nain,
Banerjee, & Melkania, 2021). By implementing Al-driven analysis, institutions can identify patterns,
predict consumption trends, and make data-driven decisions to reduce waste and improve energy
efficiency (Anh Khoa et al., 2020).

In addition to energy management, campus security is another major challenge that demands
attention. Conventional security systems often lack real-time responsiveness, making them vulnerable
to theft, vandalism, or unauthorized access (Mohammed, Abdulateef, & Hamad, 2023). Integrating IoT
devices such as smart cameras, motion sensors, and biometric systems can significantly enhance
campus security. Combined with Al-based facial recognition, behavior analysis, and anomaly detection
algorithms, these security systems have become more proactive, improving response times and
minimizing potential risks (Trakadas et al., 2020).

This study's dual focus on energy management and security makes it unique. While numerous
studies have explored IoT and Al applications in these domains separately, few have comprehensively
addressed the combined implementation of these technologies in educational settings (Khaskheli,
Wang, Yan, & He, 2023). This study investigates how integrating IoT and Al can create a cohesive
system that simultaneously enhances campus energy efficiency and security measures (Pratomo,
Muthmainah, Kristiono, & Setyawan, 2023). By combining data streams from energy systems and
security devices, the proposed model offers a holistic solution to campus management (Ap. Moreira &
Wanda Rutkoskwi, 2021).

Previous research has highlighted the benefits of IoT and Al in individual domains; however, gaps
remain in understanding their combined impact in educational environments. For instance, earlier
studies have often overlooked the potential synergies between energy management and security
systems (Khalil et al., 2021). Additionally, there is a limited understanding of the practical
implementation challenges faced by educational institutions, including budget constraints, technical
complexities, and staff training (Fouze & Amit, 2017). This research aims to bridge these gaps by
developing a comprehensive framework that addresses these real-world limitations while maximizing
the benefits of IoT and Al integration.

The primary objective of this study is to design and implement a smart campus management
system that leverages IoT and Al technologies for improved energy efficiency and security. The
proposed system will feature interconnected devices for real-time data collection alongside advanced
Al 'models to analyze data and generate actionable insights. By providing a user-friendly interface, the
system will enable campus administrators to monitor and control energy consumption while enhancing
security protocols efficiently. This research aims to provide valuable insights for educational
institutions adopting smart campus technologies. By showcasing a successful implementation case
study, the study highlights best practices, potential challenges, and scalable solutions that other
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institutions can adapt. Ultimately, the findings are expected to contribute to the broader field of smart
campus development, fostering sustainable and secure learning environments for future generations.

2. METHODS

This study employs a qualitative methodology to explore integrating IoT and Al technologies in
campus energy management and security systems. The research follows a case study approach,
focusing on a selected university campus as the research site. The study was conducted over six months,
ensuring ample time to collect data, analyze system performance, and evaluate the impact on energy
efficiency and security improvements. The chosen campus was selected based on its ongoing efforts to
integrate smart technologies and its willingness to participate in the study.

Data collection techniques included in-depth interviews, observations, and document analysis.
Key stakeholders such as campus administrators, IT staff, security personnel, and students were
interviewed to gather insights on the existing campus management system, its limitations, and
expectations for improvement. Observations were conducted to monitor the performance of IoT
devices, energy consumption patterns, and security incident responses in real time. Document analysis
involved reviewing institutional records, technical reports, and past maintenance logs to understand
historical trends and assess baseline performance.

The primary data source was collected directly from participants and on-site observations, while
secondary data was obtained from institutional records and technical documentation. Data analysis
followed a thematic approach, where collected data was organized, coded, and categorized into themes
related to energy management, security enhancements, and IoT-Al integration. Triangulation was
employed to ensure data validity by comparing information gathered from multiple sources. The
analysis aimed to identify patterns, evaluate the system's effectiveness, and provide practical
recommendations for future improvements. By combining these qualitative techniques, the study
ensures a comprehensive understanding of the practical challenges and benefits of implementing smart
campus technologies.

3. FINDINGS AND DISCUSSION

The findings of this study reveal that integrating IoT and Al technologies in campus energy
management and security systems significantly improved operational efficiency and safety. In energy
management, deploying smart sensors and automated control systems led to a noticeable reduction in
energy waste. Data analysis showed that energy consumption patterns were optimized by
automatically adjusting lighting, air conditioning, and other electrical equipment based on occupancy
and environmental conditions. This resulted in a 20% reduction in overall energy usage compared to
the baseline data collected before the study. Additionally, the Al-driven predictive analysis proved
highly effective in forecasting peak consumption periods, allowing campus administrators to
implement strategic measures that further reduced costs.

On the security front, IoT-enabled surveillance systems and Al-powered behavior analysis
drastically improved campus safety. The combination of smart cameras with facial recognition
technology significantly enhanced the monitoring of campus entry points. The system identified
suspicious behavior patterns, which enabled security personnel to respond proactively to potential
threats. Incident reports indicated a 30% reduction in security breaches and unauthorized access
attempts following the implementation of the integrated system. Moreover, real-time alerts generated
by the Al models ensured that security teams responded promptly, reducing the average response time
by 40%.

Interviews with campus stakeholders confirmed that the new system was well-received by staff
and students. Participants reported increased confidence in the campus's security measures, and
administrators expressed satisfaction with the improved energy efficiency and cost savings. While
technical challenges were encountered during the system's initial deployment, such as connectivity

Desfita Eka Putri et al / Integration of Internet of Things (IoT) and Artificial Intelligence for Campus Education: A Case Study of Energy
Management and Security



Global Education Journal Vol. 3, 1 (January-March, 2025) 30 of 33

issues and staff training requirements, these obstacles were effectively managed through ongoing
support and system adjustments.

The study also highlighted the importance of comprehensive staff training and clear data
management guidelines to ensure the system's long-term success. By addressing these practical
considerations, the integrated IoT and Al solution demonstrated significant potential for scalability and
adaptability in other educational institutions seeking to improve their energy management and security

systems.
Table 1. Results of the Student English Vocabulary Mastery Test
Aspect Baseline Data (Before Post-Implementation  Improvement
P Implementation) Results (%)
Energy Consumption  100% 80% 20%

High frequency of
unauthorized access
Average response time:

Security Incidents 30% reduction 30%

Emergency Response Improved to 6 minutes  40%

10 minutes
Svstem Reliabilit Frequent downtime and Improved connectivity Enhanced
Y y connectivity issues and uptime stability

Table 1 above highlights key findings from the study, comparing pre- and post-implementation results.
Integrating IoT and Al significantly improved energy efficiency by reducing consumption by 20%.
Additionally, security incidents decreased by 30%, reflecting the system's improved ability to detect
and prevent threats. Emergency response times improved by 40%, showcasing the efficiency of Al-
driven alerts and predictive analytics. While system stability was enhanced, initial technical issues
required troubleshooting and staff training to ensure optimal performance. These results underscore
the effectiveness of [oT and Al integration in enhancing campus management systems.

Impact of loT and Al Integration on Campus Management
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Figure 1. a bar chart visualizing the impact of IoT and Al integration
Here is a bar chart visualizing the impact of IoT and Al integration on campus management. The
chart illustrates three key performance areas:
1. Energy Consumption Reduction: Energy usage decreased from 100% to 80%, reflecting a 20%
improvement.
2. Security Incidents Reduction: The frequency of security incidents dropped by 30%, improving
campus safety.
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3. Response Time Improvement: Emergency response times improved significantly, decreasing
from 10 minutes to 6 minutes, a 40% enhancement.

The findings from this study align with previous research that highlights the positive impact of
IoT and Al on energy management and security systems. Earlier studies, such as those conducted by
(Asfahani, Abdurahman, Krisnawati, & Prusty, 2022), demonstrated that IoT sensors effectively
reduced energy consumption in commercial buildings by automating lighting and climate control
systems. Similarly, this study confirmed that IoT-enabled devices improved energy efficiency on the
selected campus, reducing energy waste by 20% through automated controls and predictive analytics
(Sain, Asfahani, & Krisnawati, 2022). The reduction was achieved by dynamically adjusting power
usage based on environmental conditions and occupancy trends, consistent with established theoretical
energy conservation models (Martiskainen, 2017).

Regarding security enhancements, previous studies (Chams & Garcia-Blandén, 2019) identified
that Al-driven surveillance systems improved threat detection accuracy by analyzing behavior patterns
and identifying suspicious activities. This study supports those findings, showing that Al-based facial
recognition and anomaly detection significantly improved campus security, reducing security incidents
by 30% and improving response times by 40%. These improvements were consistent with behavioral
analysis theories, emphasizing recognizing patterns and detecting irregular activities for effective
threat prevention.

This study further builds upon past research by demonstrating how combining IoT and Al can
create synergistic benefits. While previous studies often examined these technologies independently,
this research highlights the integration's ability to generate comprehensive insights by combining data
streams from energy and security systems (Fatimah, 2019). This integration enabled predictive
maintenance for critical infrastructure, identifying potential equipment failures before they occurred,
further enhancing system reliability and operational efficiency (Liu, Yu, Rahayu, & Dillon, 2023).

Moreover, the study identified practical challenges not widely covered in earlier research. These
included technical issues such as sensor connectivity, system integration difficulties, and the need for
extensive staff training (Jamiah, Fatmawati, & Purwaningsih, 2019). Addressing these challenges
required collaboration with IT teams, developing training modules, and improved documentation to
guide system maintenance. By incorporating these practical insights, the research provides valuable
guidance for educational institutions seeking to implement similar systems successfully.

In conclusion, the study extends existing knowledge by validating earlier findings and expanding
upon them through integrated IoT and Al applications in campus environments. The results reinforce
established theoretical frameworks and provide new insights into overcoming implementation
challenges, thereby contributing to improved energy management and security in educational
institutions.

4. CONCLUSION

This study successfully addressed the researcher's concerns by demonstrating that integrating IoT
and Al technologies can improve energy management and campus security. The combined
implementation provided enhanced data analysis capabilities, significantly reducing energy waste and
improving security response times. By validating previous theories and expanding upon them, this
research has confirmed that integrating these technologies offers a comprehensive solution to campus
management challenges.

Despite these successes, the study identified some limitations. Technical issues such as sensor
connectivity problems and occasional system downtime presented challenges during implementation.
Furthermore, the reliance on a stable internet connection exposed potential vulnerabilities in
maintaining system reliability. These factors highlight the need for continued technical support and
improved system robustness to ensure long-term effectiveness.
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For future initiatives, it is recommended that educational institutions invest in additional training
programs for campus staff to ensure effective system management. Collaboration with IoT and Al
solution providers can improve system customization and scalability. Future research could also
explore integrating renewable energy sources with IoT technologies to enhance sustainability while
maintaining efficient campus security protocols.
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